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Welcome to GDPR guidance  
for marketers
May 25, 2018 will see the new regulatory framework take effect – and it offers all of us the greatest 
opportunity for business transformation in a generation.

The General Data Protection Regulation (GDPR) mirrors the DMA’s long-held view about the need to place 
people at the heart of everything we do – and echoes our commitment to a code that enshrines five key 
principles which marketers should follow:

•	 Put your customer first
•	 Respect privacy and meet your customers’ expectations
•	 Be honest, be fair, be transparent
•	 Exercise diligence with data
•	 Take responsibility, be accountable.

The DMA has actively influenced the evolution of the GDPR text since first drafts were circulated by 
the EU Commission in 2011, supported by our expert partners at the Advertising Association in London 
and FEDMA in Europe. We have worked closely with our partners in government and across the wider 
marketing community throughout the draft process.

Our advocacy has established vital building blocks within the GDPR that will safeguard the interests of our 
members and bolster the wider marketing community. Of particular importance to marketers is the clear 
statement in Recital 47 that the processing of personal data for direct marketing may be regarded as 
being carried out for legitimate interests.

To support business transition to this new data landscape, we have crafted a guidance series that 
examines the GDPR through a marketer’s lens.

This guide, GDPR for Marketers: Accountability, is one of a series providing marketers with a framework 
for innovation and growth. Other guides take an in-depth look at the essentials of GDPR, Legitimate 
Interests, Consent and Profiling.

While ICO and Article 29 working party guidance apply across all business sectors and functions, this 
DMA series aims to be the definitive guidance for applying GDPR to marketing and communications. 
That is why we have collaborated with our DMA members, the members of ISBA, and the Data Protection 
Network to produce a consensus view.

Our work has been reviewed and contributed to by the ICO and we are grateful for their support.
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The DMA believe that organisations must use GDPR as a catalyst towards creating 
people-centric business models. From the C-suite down we must all create ethical 
approaches that balance innovation and privacy as we embark on a journey into the 
fourth industrial revolution powered by data and technology.

Businesses that make data protection a core brand value in the years ahead will 
blossom.

Chris Combemale  
CEO, DMA Group
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Foreword by the  
Information Commissioner
This is a pivotal time for data protection and privacy.

We have a digital infrastructure that was unimaginable 20 years ago and data 
protection laws are converging across the globe. Consumer trust is ever more central 
to both business and the public sector, and a rapidly expanding digital economy is 
asking more questions of us all.

For me, the end game in the data protection field is always about increasing public 
trust and confidence in how their personal data is used.

Data protection reforms, including the GDPR, build on previous legislation, and provide 
more protections for consumers, and more privacy considerations for organisations. 
But this is a step-change. It’s evolution, not revolution.

It’s vital that organisations are prepared to comply but they can also prosper in the 
new regulatory landscape.

If your organisation can demonstrate that good data protection is a cornerstone of 
your business policy and practices, you’ll see a real business benefit.

An upfront investment in privacy fundamentals offers a payoff down the line, not just 
in better legal compliance, but a competitive edge. I believe there is a real opportunity 
for organisations to present themselves on the basis of how they understand and 
respect the privacy of individuals.

This helpful guidance has been drafted by the DMA with its members, members of 
ISBA and the Data Protection Network with input from the ICO. It will help marketers 
navigate through the GDPR and complements our own GDPR guidance and additional 
online checklists and resources.

I hope this guidance helps you be transparent, accountable and ensure people have 
appropriate control over their personal data.

Elizabeth Denham  
Information Commissioner
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Print Council

Email Marketing 
Council

Social Media 
Council

Customer 
Data Council

Business to 
Business Council

Contact
Centres Council

DMA North
Council

DMA West
Council

DMA Scotland
Council

How we create GDPR guidance
 

GDPR Editorial Board

The GDPR Editorial Board leads the content direction of the DMA’s GDPR outputs. We inform 
the work with expert advice and guidance from our Responsible Marketing Committee and 

the specially-appointed GDPR Taskforce.

To generate the right content for the right channels, the GDPR Editorial Board, Responsible 
Marketing Committee and the GDPR Taskforce work in collaboration with our Councils. 

This focuses our work onto the immediate needs of the marketers we serve.

GDPR TaskforceResponsible 
Marketing Committee

Throughout our approach to preparing the industry for 
the GDPR, we work with the ICO and partner with:

How we create GDPR guidance

The DMA and the GDPR
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All of which we underpin with our events and research calendar, 
online tools and channel-specific advice and guidance

Governed by the GDPR Editorial Board, 
the Responsible Marketing Committee and the GDPR Taskforce, 

the DMA’s Councils and Committees produce

What we produce 
 

GDPR for marketers 
 

DMA GDPR advice for marketers 
 

Our GDPR guidance focuses on the key marketing 
impacts that May 2018 will bring

DMA Events DMA Research DMA GuidesDMA Insight DMA Webinars

The essentials Accountability  
Consent &

 Legitimate Interests

ePrivacyProfling

Permission by design Checklist for trustees B2B mythbuster

Cloud computing Action planning Data governance 

Information rights
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“A body of men holding themselves accountable to nobody 
ought not to be trusted by anybody.”
By Thomas Paine from The Rights of Man, 1791

Paine was referring to the abuse of common French people by the aristocracy. It was  
a stout defence of the French Revolution, then well under way.

Fast forward to the present day and we sit on the cusp of another revolution: a total 
overhaul of how we work with information, the General Data Protection Regulation 
(GDPR).

At the heart of the GDPR is the power of accountability, a key driver to ensuring 
companies can truly demonstrate compliance with the new legislation.

And the regulation is not just about individual accountability, or the accountability of  
a group of individuals, but rather accountability across whole organisations.

UK organisations should seize upon GDPR as the catalyst to transform their operations 
to become customer centric.

They should use the principle of accountability as the foundation for an authentic and 
transparent relationship with their customers.

This instalment of the DMA’s GDPR guidance covers:

•	 The concepts behind the principle of accountability
•	 What the principle of accountability will mean to your organisation
•	 The use of Data Protection Impact Assessments (DPIAs) to help demonstrate 

compliance
•	 The role of the Data Protection Officer (DPO) to manage, monitor and advise  

on GDPR compliance
•	 The importance of keeping records of processing activities

The ICO does emphasise the positive side of making these changes:

“Accountability encourages an upfront investment in privacy fundamentals, but it offers  
a payoff down the line, not just in better legal compliance, but a competitive edge.  
We believe there is a real opportunity for organisations to present themselves on the 
basis of how they respect the privacy of individuals and over time this can play more  
of a role in consumer choice.”

Introduction
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To put this topic into context, Information Commissioner Elizabeth Denham – who 
leads the ICO, which will regulate the GDPR in the UK - said to the Institute of 
Chartered Accountants in England and Wales on January 17th, 2017:

Accountability is at the centre of all this: of getting it right today, getting it right in May 
2018, and getting it right beyond that.

The GDPR echoes the DMA’s own longstanding code, which places the customer at 
the heart of all we do: the customer is the foundational principle for accountability and 
good marketing.

We believe there are three key accountability considerations for marketers:

•	 Accountability as a core principle

The GDPR has principles which apply to data processing. Data controllers are 
responsible for, and must be able to demonstrate, compliance with these.

Companies need to demonstrate compliance and be able to show why they need the 
data, what they are going to use it for, how they are going to keep it secure and the 
legal basis they are using to process the data, among other things.

•	 Accountability at the heart of operations

The company is responsible for what it does with its customers’ data and has to 
consider the customers’ right to privacy when developing new products, services or 
marketing campaigns.

The notion of data protection by design and tools such as Data Protection Impact 
Assessments should become standard business processes.

•	 Accountability goes right to the top

Accountability should be driven at board level – it’s not just an issue for the lawyers. 
Ensuring an organisation builds a culture of accountability, transparency and trust is 
the responsibility of the CEO working closely with the data protection officer (DPO).

A DPO will be required by law for any organisation that works with significant amounts 
of personal data, among other requirements. The DPO must also be independent and 
report to the highest level within the organisation.

What does accountability  
mean for marketers?
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Accountability will be a business transformation driver

Accountability under the GDPR puts the onus onto organisations to change. What will 
this mean in practice?

Many of the processes and templates that should be used to support a culture 
of accountability are essentially balancing tests to strike an equilibrium between 
competing rights. Documenting the results of balancing tests is how an organisation 
would evidence its compliance with GDPR.

For instance, Recital 47 states clearly that direct marketing is a legitimate interest 
provided it meets the reasonable expectations of customers, and that their 
expectations have been established through clear and honest data notices and privacy 
policies. This applies except where other legislation does; for example, automated 
calls, email and SMS marketing to consumers requires consent under the Privacy and 
Electronic Communications Regulations (PECR).

Consider that marketers will need to create comprehensive - but proportionate - 
governance measures; they must adapt to the legal requirements for the provision 
of Data Protection Impact Assessments and data protection by design; ramp up the 
documentation of activity and adhere to new codes of practice.

Fundamentally, accountability requires marketers to interrogate their processes 
by making sure data is collected lawfully, fairly and transparently in the first place, 
securely stored, and legally and securely processed or moved. Ultimately, it is about 
being able to produce evidence that you have complied with GDPR.

Furthermore:

•	 Those businesses that can demonstrate accountability will build trust with 
customers

•	 Those that can’t will not be subject to data mishaps, which will damage trust in 
their brand, and also harsher fines

•	 In an enforcement decision, the ICO will take into consideration an organisation’s 
attempt to stick to the principle of accountability, which could be seen as a 
mitigating factor.

It’s not enough to comply with the regulation; you must be able to demonstrate 
compliance.
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UK Information Commissioner Elizabeth Denham said in January 2017:

“...arguably the biggest change [as a result of the GDPR is around accountability.  
The new legislation creates an onus on companies to understand the risks that they 
create for others, and to mitigate those risks.

“It’s about moving away from seeing the law as a box-ticking exercise, and instead to 
work on a framework that can be used to build a culture of privacy that pervades an 
entire organisation.”

This is a powerful statement to make and heralds one of the largest programmes of 
change for British business for many decades.

Explaining the accountability principle

The principle of accountability, which underpins the GDPR, is referenced twice in the 
text: in Article 5(2) and in Recital 85.

The principle requires your organisation to be able to provide evidence that it 
complies with all the principles of GDPR. We recommend explicitly stating that this  
is your responsibility as a business.

The process of accountability is about having in place all of the policies and 
documentation necessary to demonstrate that what you are doing with consumer data 
is fair and compliant, and considers the right of consumers and the impact any data 
processing may have on them. If asked by a consumer about your data processing, 
you can easily refer to your agreed policies to explain.

Some specific obligations are imposed on your business to further the principle 
of accountability, including the need to give data subjects information about how 
their personal data will be processed. Articles 13 and 14 provide a breakdown of the 
information that needs to be provided to data subjects.

The biggest change for some organisations is the fundamental shift in power created 
by the GDPR.

Previously, businesses saw themselves as the owners of data, but the new regulations 
switch the power into the hands of consumers. They have been given back control of 
their data, with new and stronger rights.

What is the accountability 
principle?
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In the past, many organisations perceived that they “owned” people’s data. Under 
GDPR, they are now required to ensure they only use it for as long as the consumer 
permits them.

The principle of accountability forces all companies to view what they do through the 
eyes of the customer. It makes them take a step back and look at everything they do 
with data and be able to produce evidence of why a decision was made.

They should have answers to questions like:

•	 Why are we collecting this?
•	 What legal grounds do we have to do this?
•	 What impact will it have?
•	 What are the risks to consumer privacy?
•	 How will the personal data be kept safe and secure?

By asking these questions, they will evolve their organisations to develop a genuine 
relationship with consumers, based on trust.

By taking a proactive approach to accountability, organisations can expect to:

•	 Make data processing more secure
•	 Have the ability to demonstrate that as much as possible has been done to make 

systems and procedures safe; and showing compliance with all the principles of 
GDPR

•	 Work transparently. The organisation should report any breach to the ICO within 
72 hours, unless that breach is unlikely to result in a risk to the rights and freedoms 
of individuals.
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For organisations that deal with data, the GDPR is a major evolution of the current 
law, the 1998 Data Protection Act (DP98). For many, the new regulations will force 
a complete change of culture throughout teams and departments, if not the whole 
organisation.

As a minimum, the GDPR will force your business to reconsider the policies and 
processes it uses to manage and process customer and staff data.

Your business will need to examine the technical and organisational measures in place 
to ensure they conform to the standards laid down by GDPR. This step is essential for 
spotting and solving problems. Once these have been addressed, the organisation will 
be better able to demonstrate that it complies with the new regulation.

You must review what personal data you process - and how you process it - and reach 
a conclusion about whether your operation is compliant. Where you identify areas for 
improvement, you must make changes to ensure you have appropriate procedures, 
processes and technical and organisational methods in place, documenting these - 
including the work you have done to fill the gaps – as evidence that will show you are 
accountable under the GDPR.

The ICO has a useful toolkit to help with accountability in practice:  
https://ico.org.uk/for-organisations/business/ 

There are commercial benefits to businesses that can show they comply with the 
principle of accountability. Firstly, customers will have more confidence in a brand 
or organisation if they know it is compliant, safe in the knowledge data is being 
processed fairly and securely.

How do I ensure accountability?

Carrying out a data audit is a useful first step towards accountability. Use these three 
questions to create the core of your data audit approach:

What it means in practice

https://ico.org.uk/for-organisations/
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Consent

An objective legal ground. Marketers must ask someone for their 
permission to process their personal data. This could be by 
ticking a box online or answering yes over the telephone. 
Consent must be freely given, informed, unambiguous 
and given by a clear affirmative action.

Consent must be...

Clear indication of the 
data subjects wishes

They must take 
an affirmative action

Consent must be separate from 
other terms and conditions

You should seek a separate 
consent for different processing

Maintain evidence to 
demonstrate consent

Consent should be a real
choice so only offer it if 
there is genuine choice
available to someone

If you already have consent from your customers to market to them, 
then in order to continue that relationship you will need to ensure that 
it meets the GDPR’s consent requirements.

The GDPR raises the bar for consent so many organisations may have to 
re-connect with their customers and ensure they meet the new requirements.

What’s the difference?

DP 1995

“any freely given specific and informed 
indication of his wishes by which the data 
subject signifies his agreement to personal 

data relating to him being processed”

GDPR 2016

“any freely given, specific, informed and 
unambiguous indication of the data subject's 
wishes by which he or she, by a statement 
or by a clear affirmative action, signifies 

agreement  to the processing of 
personal data relating to him or her”

The key elements that comprise consent are still there 
but a number of aspects have been strengthened.

Consent does not include...

Pre-ticked boxes

Opt-out or implied consent is 
not a valid form of consent

Silence or inactivity is not 
a valid form of consent

The privacy policy must not be hidden 
and you mustn’t use ambiguous language

About the DMA
The DMA provides guidance and support to help its members put their customers at 
the heart of their one-to-one communications to give them the rich benefits of a much 
more relevant, welcomed and effective relationship with each individual customer.

The DMA aspires to facilitate its members’ marketing evolution with the opportunities, 
advice, support, networks and tools to be able to reach the sensitivity and sophistication 
of marketing to build their future prosperity – along with the success of the industry 
as a whole.

https://dma.org.uk/research/customer-engagement-how-to-win-trust-and-loyalty

Published by The Direct Marketing Association (UK) Ltd Copyright © Direct Marketing 
Association. All rights reserved.

www.dma.org.uk

The ICO say in their guidance that:

“You are also likely to need consent under ePrivacy laws 
for most marketing calls or messages, website cookies 

or other online tracking methods, or to install apps 
or other software on people’s devices.”

 There is going to be a new ePrivacy Regulation.

Conclusion
A common misconception about the GDPR and the existing PECR is that the only option 
available to marketers is Consent, however, it is only mandated in certain circumstances. 
Where consent is not required, Legitimate Interests is just as valid as a legal basis.
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Consent
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The ICO say in their guidance that:

“You are also likely to need consent under ePrivacy laws 
for most marketing calls or messages, website cookies 

or other online tracking methods, or to install apps 
or other software on people’s devices.”

 There is going to be a new ePrivacy Regulation.

Conclusion
A common misconception about the GDPR and the existing PECR is that the only option 
available to marketers is Consent, however, it is only mandated in certain circumstances. 
Where consent is not required, Legitimate Interests is just as valid as a legal basis.

Privacy is a key ingredient of accountability. It should be baked into every process 
from the beginning.

Each organisation must make its own assessment, and take privacy into account when 
developing products and services.

Incorporate data protection by design principles, and ensure that training around data 
privacy goes beyond employees in the legal and compliance teams. It is everyone’s 
responsibility.

Accountability must be top down, from the boardroom throughout the entire 
organisation, so that a cultural drive towards compliance can be demonstrated.

Data protection by design and data protection by default

These two elements, along with documentation, are the essence of the accountability 
principle. They entail making privacy a core brand value and building privacy features 
into all marketing activities.

Data protection by design: This is the notion that privacy should be considered 
by marketers at the beginning of the creative process. Privacy should not be an 
afterthought for the legal team to consider. It should be front and centre in the minds 
of marketers, and this means contemplating what privacy risks exist within a marketing 
campaign – as well as what could be done to mitigate those risks.

Data protection by default: This concept differs slightly as it relates directly to new 
software and products, so it’s especially relevant for digital marketers. For example, an 
app on a smartphone facilitates the use of push notifications for marketing. Under data 
protection by default, the user should have to alter privacy settings to allow marketing 
via the app. For instance, many apps default to sending marketing via push notifications 
to the user.

Senior management should understand the importance of these principles and ensure 
their marketing staff know their importance, too.
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This will require educating marketers about their responsibilities under the GDPR, also 
helping them to understand how in reality they can make privacy a core brand value.

There are various measures that can help to mitigate risks to individual privacy. 
Marketers should be aware of them, implement them where appropriate and ensure 
any steps towards demonstrating compliance are recorded, and are totally visible. 
Data Protection Impact Assessments (DPIAs) are tools designed to help organisations 
assess the privacy impact on individuals where the processing is likely to result in a 
high risk to their rights and freedoms. The assessment results can then be used to 
identify ways to mitigate the risks or take another approach to avoid them.

Data minimisation: This is the idea that marketing teams should only collect personal 
data that is required to meet their objectives. This has always been a key requirement 
of data protection law, but the GDPR emphasises it. For example, a direct mail 
campaign aimed at an affluent postcode area may only need names and addresses 
to succeed. Therefore, only names and addresses should be collected for marketing 
campaigns, rather than requests for emails and other types of personal data being 
made.

Data retention periods: This is where an organisation promises to only hold a piece 
of personal data for a limited period. It is also a key requirement of current data 
protection law. For example, when the marketing campaign is complete, then the 
personal data is deleted.

Encryption and hashing: Use these techniques to encrypt the personal data to prevent 
data subjects being identified in the event of a breach.

Transparency: Examine your privacy and information notices to ensure that they’re 
written in clear and plain language suitable for your target audience. Using copywriters 
to craft your privacy notices is highly recommended, though not a requirement. See 
Articles 13 and 14 of the GDPR for the full list of information you must include in a 
privacy notice.

Preference centre: This is about giving people as much control as possible over the 
personal data you hold about them. For example, an organisation could allow people to 
access personal data held about them and update it on their website. zz

All these measures help to lower privacy risks for individuals and are a crucial part of 
implementing privacy by design and privacy by default within your organisation.

A review of your existing data protection policies and procedures is a good starting 
point.

Once you understand the extent to which you are compliant, gaps can be identified, and 
you can then systematically prioritise them to make sure you comply in time for GDPR.
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Case study – GForces approach to GDPR

GForces’ clients can rely on the company to only use, store or process data vital to its 
business operations and to its clients’.

The software the company operates doesn’t use automated decision making or 
profiling, and it continually improves security measures in line with certification.

The existing Data Protection Act afforded data subjects a number of rights – but many 
businesses did not provide an easy medium for those rights to be exercised.

GDPR provides data subjects with additional rights, so GForces created an easily 
accessible platform to accommodate these requirements.

In response to queries raised by clients and how they might be able to deal with 
potential requests, GForces built a data preferences centre - shown below - as a one-
stop shop to address these concerns.

The centre is where a data subject exercises their rights under the GDPR to update 
their marketing preferences, see the data held on them and make specific requests 
about the data.
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How can I demonstrate that I comply?

The following Telephone Preference Service (TPS) document library illustrates how to 
log data policies and procedures.

Case study: how to document information

The log provides an easy framework for regular reviews and updates by the 
management team, driving accountability from the board down.

The document log is structured to account for the following key areas:

•	 Governance – policies and procedures, management structures, information risk 
management and compliance and assurance

•	 Records management – storage and maintenance of records, and disposal of 
records

•	 Security of personal data – physical security, asset management, supplier 
relationships, incident management and business continuity

•	 Data sharing – disclosures, assessing legality, risk and benefits (Data Protection 
Impact Assessments), informed decision making, and information sharing 
agreements and logs

•	 Training – monitoring, reporting and training programmes.

TPS Document Log – May 2017
TPS Documentation Log
Spencer Wright
Date: 26/05/2017

TPS Document Log - May 2017

Id Document Name Area Author Document Date Version Status Progress Comments
D1 3rd Party Supplier Management Policy & Process Compliance DQM TBC 1.0 r To be created
D2 Access Control Policy Compliance DQM TBC 1.0 r To be created
D3 Business Continuity Compliance DQM TBC 1.0 r To be created
D4 Complaints Policy Compliance DQM TBC 1.0 r To be created
D5 Data Breach Notification Procedure Compliance DQM TBC 1.0 In Draft created, requires review and finalizing
D6 Data Breach Notification to the Supervisory Authority Form Compliance DQM TBC 1.0 In Draft created, requires review and finalizing
D7 Data Breach Register Compliance DQM TBC 1.0 In Draft created, requires review and finalizing
D8 Data Inventory/Information Asset Register Compliance DQM TBC 1.0 r To be created
D9 Data Protection Policy Compliance DQM TBC 1.0 r To be created

D10 Data Retention/Erasure Policy Compliance DQM TBC 1.0 r To be created
D11 Data Sharing Policy Compliance DQM TBC 1.0 r To be created
D12 Information Security Policy Compliance DQM TBC 1.0 r To be created
D13 Third party DPA/Information Security Questionnaire Compliance DQM TBC 1.0 r To be created
D14 Overall framework document Compliance DQM TBC 1.0 r To be created
D15 Privacy Impact Assessment Procedure Compliance DQM TBC 1.0 In Draft created, requires review and finalizing

D15b Privacy Impact Assessment Process Compliance DQM TBC 1.0 In Draft created, requires review and finalizing
D16 Risk Assessment Framework Compliance DQM TBC 1.0 r To be created
D17 Schedule of Authorities and Key Suppliers Compliance DQM TBC 1.0 r To be created
D18 Staff Training Policy and Log Compliance DQM TBC 1.0 r To be created
D19 Subject Access Request Procedure Compliance DQM TBC 1.0 In Draft created, requires review and finalizing
D20 Subject Access Request Form Compliance DQM TBC 1.0 In Draft created, requires review and finalizing
D21 Complaints Acknowledgement letter to Consumer Admin TPS 19/05/2017 1.0 In Requires date, author and version control
D22 Dealing with unwanted telesales calls - FAQ's Admin TPS 19/05/2017 1.0 Com
D23 Example of a response to a complaint from a company Admin TPS 19/05/2017 1.0 Com  
D24 Letter of Complaint to Company Admin TPS 19/05/2017 1.0 In Requires date, author and version control
D25 TPS Complaints Volume Admin TPS 19/05/2017 1.0 In Requires date, author and version control
D26 TPS Operational Report_May 2017 Admin TPS 01/05/2017 1.0 Com
D27 TPS Policy Document - Draft Admin TPS 19/05/2017 1.0 In Key document in progress
D28 What to do with unwanted calls - Complaints Form Admin TPS 19/05/2017 1.0 Com
D29 TPS Induction Slide Corporate TPS 01/01/2017 1.0 Com TPS overview & org structure 
D30 TPS Licence Price List Corporate TPS 01/01/2014 1.0 Com
D31 DMA Staff Handbook HR TPS 01/05/2010 1.3 In May require updating regarding DPA obligations
D32 Staff Employment Contract HR TPS 19/05/2017 1.0 In May require updating to include DPA obligation
D33 Draft - IT Policy update Information Security TPS 19/05/2017 1.1 In Requires review and sign-off
D34 ICO users with access to TPS complaints data Information Security TPS 19/05/2017 1.0 Com Requires date, author and version control
D35 ICO users with access to TPS Registration Data - (number look up) Information Security TPS 19/05/2017 1.0 In Requires date, author and version control
D36 List of companies with whom TPS shares complaints Data Information Security TPS 19/05/2017 1.0 In Requires date, author and version control
D37 TPS File Licence Agreement Legal - Client TPS 19/05/2017 1.0 In May require updating regarding DPA obligations
D38 DQM T's&C's for Consultancy Services Legal - Supplier DQM 16/05/2017 1.0 Com Contract signed between both parties
D39 DMA_Telephone Preference Redesign Document Technology Acxiom 11/03/2012 1.0 Com Acxiom system design document

26/05/2017 1 TPS Document Log_220517.xlsx
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DPIAs (also known as Privacy Impact Assessments or PIAs under the current law) are 
tools designed to help organisations assess privacy risks where the processing may 
incur a high risk to individuals’ rights and freedoms, and when to mitigate those risks or 
cease the processing if the risk is too high.

An effective DPIA allows organisations to identify and fix problems at an early stage, 
reducing associated costs and potential reputational damage.

While not a legal requirement under the Data Protection Act, DPIAs will be in certain 
circumstances under the GDPR. The ICO has encouraged the use of DPIAs as an 
integral part of taking the approach of data protection by design.

Below are insights into making sure your organisation is fully prepared, covering:

•	 Data protection self-assessment toolkit:

https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-
assessment/ Use the checklist to assess your compliance with the GDPR and find out 
what you need to do.

Good information handling makes good business sense, and provides a range of 
benefits.

You’ll enhance your organisation’s reputation, increase customer and employee 
confidence and - by ensuring that personal information is accurate, relevant and safe - 
save both time and money.

•	 Data protection assurance

Recommended for first-time users. Assess your high-level compliance with the Data 
Protection Act. This includes registration, fair processing, subject access, data quality, 
accuracy and retention.

•	 Getting ready for the GDPR

Designed to help you get your house in order, ready for the new legislation. It includes 
getting to grips with the new rights of individuals, handling subject access requests, 
consent, data breaches and designating a data protection officer

•	 Information security

Assess your compliance with data protection in the specific areas of information 
security policy and risk, mobile working, removable media, access controls and 
malware protection.

Data Protection Impact 
Assessments (DPIA)

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
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•	 Direct marketing

Assess yourself in the areas of consent and bought-in lists, and telephone, electronic 
and postal marketing.

•	 Records management

Records management policy and risk, record creation, storage and disposal, access, 
tracking and off-site storage.

•	 Data sharing and subject access

Sharing policy and agreements, compliance monitoring, maintaining sharing records, 
registration and subject access process.

When do I need to conduct a Data Protection Impact Assessment (DPIA)?

Your organisation must carry out a DPIA when:

Using new technologies

•	 A new analytics tool
•	 Using AI to assist with marketing or distribution of ads.

The processing is likely to result in a high risk to the rights and freedoms of individuals

•	 Use of special categories of personal data, such as health-related information, 
religious beliefs or marketing to children

•	 Profiling that may have legal effects such as differential pricing.

Processing that is likely to result in a high risk includes (but is not limited to):

•	 Processing activities, including profiling, where decisions have legal effects, or 
similarly significant effects, on individuals

•	 Processing of special categories of data or personal data that relates to criminal 
convictions or offences. This includes large-scale processing of personal data at  
a regional, national or supranational level, affecting many individuals and involving a 
high risk to rights and freedoms based on the sensitivity of the processing activity

•	 Data processing that has legal effect could include the use of medical or ethnic 
personal data (sensitive personal data). The use of such data for a marketing 
campaign would require both explicit consent and a DPIA

•	 Situations where there is systematic monitoring of publicly accessible areas on  
a large scale.
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What information should the DPIA contain?

•	 A systematic description of the processing
•	 The purposes, including - where applicable - the legitimate interests pursued by 

the controller
•	 An assessment of the necessity and how proportional the processing is in relation 

to the reason for the processing
•	 An assessment of the risks to the rights and freedoms of individuals
•	 Measures to address risk, including security, and to demonstrate that you comply 

with the GDPR
•	 A DPIA can address more than one project.

The Article 29 Working Party has also published guidance on DPIAs:  
http://ec.europa.eu/newsroom/document.cfm?doc_id=47711 

http://ec.europa.eu/newsroom/document.cfm?doc_id=47711
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One of the biggest changes as a result of the GDPR is the creation of a specific role 
called the Data Protection Officer (DPO).

The DPO must report to an organisation’s board and be commercially independent.

A DPO will be the customers’ champion within a business, responsible for the 
intersection between the organisation, the customer and the regulator. Marketers 
should become the DPO’s ally, enabling them to have an appropriate understanding of 
the rights and freedoms of individuals in a marketing context.

A DPO will make sure that the business is appropriately advised about how to look 
after customer data; that accountability can be shown in relation to the principles 
of the GDPR; and that your business follows the best practice outlined by the DMA 
Code’s principles.

A DPO will ensure that the business correctly looks after customer data, accountability 
protocols are followed so that data is secure, and the organisation follows the best 
practice outlined by the DMA Code’s principles, and other regulatory guidance from 
the ICO and Article 29 Working Party (which will become the European Data Protection 
Board).

GDPR states you must appoint a Data Protection Officer (DPO) if you:

•	 Are a public authority (except for courts acting in their judicial capacity)
•	 Carry out large-scale systematic monitoring of individuals, for example online 

behaviour tracking
•	 Carry out large-scale processing of special categories of data, or data relating to 

criminal convictions and offences

It’s estimated that an additional 28,000 new Data Protection Officers will be needed 
across Europe by May 2018

Tasks carried out by the DPO
The DPO’s tasks are defined in Article 39 of the GDPR, to:

•	 Inform and advise the organisation and its employees about their obligations to 
comply with the GDPR and other data protection laws

•	 Have policies and procedures in place to monitor compliance with the GDPR and 
other data protection laws, including managing internal data protection activities, 
advising on data protection impact assessments, training staff and conducting 
internal audits

•	 Be the first point of contact for supervisory authorities such as the ICO and for 
individuals whose data is processed, like employees, customers etc.

Data Protection Officer  
(DPO)
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Employer commitments to the DPO
As a business you must make sure that:

•	 The DPO reports to the highest management level of your organisation i.e. the 
board

•	 The DPO operates independently and is not dismissed or penalised for performing 
their task

•	 Adequate resources are given to allow DPOs to meet their GDPR obligations

Can the DPO role be given to an existing employee?
Yes - as long as the employee’s duties are compatible with the duties of the DPO 
and do not lead to a conflict of interest. Many businesses that already have a data 
protection employee in place are likely to make them the DPO by default.

It will also be possible to sub-contract the role of DPO to a consultant or specialist 
support businesses.

Does the DPO need specific qualifications?
The GDPR does not specify the precise credentials a DPO should possess, but they 
should have professional experience and knowledge of data protection law.

This should be proportionate to the type of processing your organisation carries out, 
taking into consideration the level of protection the personal data needs to have.

If you do not employ a DPO then you should document your reasons for not doing so.



GDPR for marketers: Accountability

COPYRIGHT / D&MA (2019) 24

The second big change under GDPR applies to businesses with more than 250 
employees. As well as your obligation to provide comprehensive, clear and transparent 
privacy notices, you must maintain additional internal records of your processing 
activities.

Meanwhile, if your organisation has fewer than 250 employees you will also have to 
keep records of activities that may pose a risk to data subjects, which may include:

•	 Processing personal data that could result in a risk to the rights and freedoms of 
an individual

•	 Processing special categories of data or criminal convictions and offences
•	 Processing that is not occasional.
•	 Interpretation of this could change depending on the opinion of the Article 29 

Working Party.

The following categories are defined as special categories of personal data:

•	 Racial origin
•	 Ethnic origin
•	 Political opinions or affiliations
•	 Religious or philosophical beliefs
•	 Trade union membership
•	 Data on health, sex life or sexual orientation
•	 Genetic data
•	 Biometric data processed to uniquely identify a person.

What do I need to record?

You must keep records of processing activities, documenting the following information:

•	 The name of your organisation, its registered address, company number and 
other relevant information, including - where applicable - the data controllers, your 
representative and your Data Protection Officer

•	 The purposes of the processing
•	 A description of categories of individuals and categories of personal data
•	 Categories of recipients of personal data
•	 Details of transfers to third countries including documentation of the transfer 

mechanism, recipients in third countries or international organisations and the 
safeguards used

•	 Retention schedules: how long do you keep data?
•	 A description of technical and organisational security measures.
•	

Records of processing  
activities (documentation)
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Many organisations will need to make fundamental changes to update internal business 
processes. The demonstration of your compliance will be critical.

Compliance with GDPR is not just about buying a new IT system or adding a new 
training module to the HR process. If your business is already compliant with the 1998 
Data Protection Act and working in line with the DMA Code, it is already halfway to 
becoming GDPR compliant.

Once you understand and accept the accountability elements of the GDPR, you will be 
in a stronger position to adapt, evolve and find it easier to respond to issues from May 
2018.

Companies that build a culture with accountability at their core show a clear intent 
to be GDPR compliant and can expect a more collaborative approach from the ICO, 
should challenges arise.

The ICO has elevated the importance of accountability and made it a priority.

Assuming organisations take this on board, we will move towards a landscape where 
brands truly place their customers first, genuine and transparent value exchanges 
occur, and both business and consumer are equally protected.

Conclusion
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Overview

The CEO of a UK charity led a project to audit its level of compliance and 
accountability.

The organisation was keen to ensure that its current compliance met 1998 DPA 
standards and understand what was needed to make it GDPR compliant.

There are some unknowns: for example the charity wanted explicit consent from 
donors but was wary of how to do this without losing them.

Gaps were found, given a priority and presented back to the board as a plan of 
improvements.

This plan, once signed off by trustees, the CEO and directors, became a scope of work 
for the teams to implement.

The charity worked with each team to review policy statements, recruitment process 
and management of staff data, the security of the building, and data and IT contracts, 
among other things.

Steps taken

Support

The charity used supporting material from the ICO, which offers a number of useful 
tools on its website to help with the initial audit, including its self-assessment tool. This 
explores how data compliance is applied to business processes, data security and 
marketing consent, among other things.

Buy-in

To complete self-assessment, buy-in is needed from all teams across the business, 
along with a remit from the CEO and his or her direct reports. If the ICO knows a 
business is working towards compliance, it would likely look more favourably on them if 
an issue were found.

Actions

Initial meetings with wider business and marketing functions are crucial to understand 
what data is held, how old it is, how accurate it is likely to be, how it was captured 
and under what circumstances. All policy statements read and signed by staff as 
part of their job must be reviewed to check their compliance. The result of this self-
assessment exercise is to show areas or gaps in compliance. You must document the 
actions you’ve taken to ensure compliance. You should also consider evidence from 
any Legitimate Interest Assessments.

Case study –  
A UK charity case
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In conclusion

GDPR runs throughout an organisation. It touches every department and every 
person’s role.

Adapting to change is a big challenge for all charities. In this case, the organisation was 
working towards a solution which will at least test an approach.
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The GDPR uses terminology that marketers may not be familiar with. In order to 
provide clarity, the DMA has translated these legal terms so that marketing teams – 
the ones who will be implementing the changes the GDPR requires – not just legal 
teams can fully understand the language used.

Anonymous data: The process of removing personally identifiable information from 
data sets, so that the people whom the data describe remain anonymous.

Consent: According to the GDPR, consent, “means any freely given, specific, informed 
and unambiguous indication of the data subject’s wishes by which he or she, by a 
statement or by a clear affirmative action, signifies agreement to the processing of 
personal data relating to him or her”.

Controller: The organisation or individual that determines how the personal data is 
processed.

Legitimate interest (LI): A legal ground that can be used to process personal data for 
direct marketing in certain circumstances. As well as providing the right for individuals 
to object to the processing of personal data based on LI, the GDPR sets out strict 
criteria for organisations that seek to rely on LI. These include establishing that the 
processing is necessary and that a balancing test has been conducted.

Personal data: Any information that can be used to identify a person is personal 
data. For example, names and email addresses are personal data because they reveal 
someone’s identity. The GDPR expands the definition of personal data to include IP 
addresses and online identifiers, like cookies.

Personal data breach: A breach of security that means unauthorised individuals or 
groups are able to access personal data. This could be the result of hacking by outside 
groups or because an employee made a mistake.

Data-protection-by-design: Data-protection-by-design is a new concept introduced 
by the GDPR, whereby an organisation considers what impact a particular campaign 
or product may have on privacy from the very start. In a marketing context this means 
identifying a campaign’s risk for privacy and/or data protection, recording them and 
taking appropriate steps to mitigate them, thinking about privacy from the start and 
not as an afterthought.

Data-protection-by-default: Similar to data-protection-by-design, this phrase refers to 
privacy settings on a good or service. For example, when a phone app goes to market 
it should have its privacy settings set to the highest level possible as the default 
setting. The user could then decide to lower the privacy settings, if they so wished.

Processing: Any operation conducted on personal data, which may include collecting, 
recording, storing, structuring, organising, transmission or dissemination of personal 
data.

GDPR Glossary
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Processor: The organisation that only processes personal data according to the 
instruction of the data controller. For example, an email services organisation only 
processes personal data in line with what their client tells them and this means they’re 
a data processor.

Profiling: Any type of automated processing of personal data that evaluates the 
characteristics of someone in order to make a decision. Marketing segmentation or 
targeting is a type of profiling.

Pseudonymisation: A method of making personal data no longer attributable to an 
individual, without further information, meaning someone could not be identified from 
the data. It is a process that reduces the privacy risks for people as they can no longer 
be identified.

Special categories of personal data: Criteria of personal data that are subject to 
stricter requirements because of its sensitive nature. The GDPR lists the following as 
special categories of personal data: “racial or ethnic origin, political opinions, religious 
or philosophical beliefs, or trade union membership, and the processing of genetic 
data, biometric data for the purpose of uniquely identifying a natural person, data 
concerning health or data concerning a natural person’s sex life or sexual orientation”

Supervisory authority: An independent public authority responsible for enforcing the 
GDPR. The Information Commissioner’s Office (ICO) are the supervisory authority in 
the UK.

Third party: Any organisation or individual that is not the data controller or processor 
that is authorised by either the controller or processor to process personal data. For 
example, if an organisation sold personal data to another organisation, the organisation 
purchasing the personal data would be classed as a third party.
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About the DMA

The Data & Marketing Association (DMA) comprises the DMA, Institute of Data & 
Marketing (IDM) and DMA Talent.

We seek to guide and inspire industry leaders; to advance careers; and to nurture the 
next generation of aspiring marketers.

We champion the way things should done, through a rich fusion of technology, diverse 
talent, creativity, insight – underpinned by our customer-focussed principles.

We set the standards marketers must meet in order to thrive, representing over 1,000 
members drawn from the UK’s data and marketing landscape.

By working responsibly, sustainably and creatively, together we will drive the data and 
marketing industry forward to meet the needs of people today and tomorrow.

www.dma.org.uk

https://dma.org.uk
https://www.theidm.com
https://www.theidm.com
https://dma.org.uk/talent
https://dma.org.uk/the-dma-code
http://dma.org.uk
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About our partners

The Data Protection Network is an online community dedicated to providing expert 
opinion, quality resources, informative events and learning materials, to both experts 
and non-experts in the field of Data Protection and Privacy.

dpnetwork.org.uk

ISBA represents the leading UK advertisers. We champion the needs of marketers 
through advocacy and offer our members thought leadership, consultancy, a 
programme of capability and networking.

We influence necessary change, speaking with one voice to all stakeholders including 
agencies, regulators, platform owners and government.

Our members represent over 3000 brands across a range of sectors. Over a hundred 
members are represented on our Data Action Group, which provides discussion, 
events and guidance on GDPR.

ISBA is a member of the Advertising Association and represents advertisers on the 
Committee of Advertising Practice and the Broadcast Committee of Advertising 
Practice, sister organisations of the Advertising Standards Association, which are 
responsible for writing the Advertising Codes.

We are also members of the World Federation of Advertisers. We are able to use our 
leadership role in such bodies to set and promote high industry standards as well as a 
robust self-regulatory regime.

isba.org.uk

https://www.dpnetwork.org.uk
https://www.isba.org.uk
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Copyright and disclaimer

GDPR for marketers: Accountability is published by The Direct Marketing Association 
(UK) Ltd Copyright © Direct Marketing Association. All rights reserved. No part of this 
publication may be reproduced, copied or transmitted in any form or by any means, 
or stored in a retrieval system of any nature, without the prior permission of the DMA 
(UK) Ltd except as permitted by the provisions of the Copyright, Designs and Patents 
Act 1988 and related legislation. Application for permission to reproduce all or part of 
the Copyright material shall be made to theDMA (UK) Ltd, DMA House, 70 Margaret 
Street, London, W1W 8SS.

Although the greatest care has been taken in the preparation and compilation of 
GDPR for marketers: Accountability, no liability or responsibility of any kind (to extent 
permitted by law), including responsibility for negligence is accepted by the DMA, its 
servants or agents. All information gathered is believed correct at November 2017. All 
corrections should be sent to the DMA for future editions.


